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2 Overview

2.1 Introduction

Congratulations on your my-Ditto purchase. my-Ditto is an innovative and powerful, yet
easy to-use home and office network storage server. It gives you total freedom to securely
access your digital files — anytime, anywhere.

Technology at a Glance

my-Ditto employs an advanced networking technology that frees users from needing any
technical knowledge to operate the device.

By leveraging technology used in enterprise and security applications, the developers of
my-Ditto have implemented various approaches to overcome the NAT (Network Address
Translation) traversal problem that prevents a user from connecting to their computer from
outside their network. Both powerful and reliable, the inner algorithm facilitates peer-to-
peer communication, compression and natural encryption. Using effective data
transmission also enables the smooth streaming of audio and video to your mobile devices.

2.2 Specifications
Maximum Storage Capacity 2 x 2TB (Accessible capacity may be less)
Standards 10/100/1000 Mbps

IEEE 802.3 10Base-T Ethernet, IEEE 802.3u 100Base-TX Fast
Ethernet, IEEE 802.3ab 1000Base-T Gigabit Ethernet

Protocols in Use Samba (SMB); my-Ditto proprietary
Supported USB File Systems NTES (read only), FAT, EXT
Interfaces 1x10/100/1000 Gigabit Ethernet Port

2 xUSB 2.0 ports
Hard Drives 3.5” Internal SATA 1 or 2 Hard Drive

Networking Protocols Samba (SMB); my-Ditto proprietary

Multimedia Protocols Complies with UPnP, DLNA 1.5, iTunes®
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Physical Dimensions Width: 3.31” 77mm
Depth: 6.49” 165mm
Length: 7.48” 190mm
Weight: 2.621bs 1.19 Kg (not including hard disks)

Power DC 12V, 5A

2.3 Environmental Specifications
Operating Temperature 0°~40°C /32°~104°F

Humidity 10% - 90% (non-condensing)

2.4 Product Use Requirements

Ethernet router (or Internet box) with at least one available port

Broadband internet connection (for remote access use)

2.5 Product Compatibility

Computer Operating Systems:

e  Windows® 7, Windows Vista® ™, Windows® XP
e Macintosh® 0S X 10.6 or higher (Intel architecture)
e Linux®, Ubuntu® 10.4 LTS

Mobile Handheld Operating Systems:

e iPad®/iPhone®/iPod Touch® iOS 3.1 or higher
e Android® 2.1 and higher
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3 Getting acquainted with my-Ditto

3.1 Package Contents

"

2 my-Ditto keys

Detachable stand (plastic

(1 master/administrator key

my-Ditto (gray) & 1 standard/user pads)
key (white))*
‘Ditto
Everywhere You Go
Quick User Guide
5'

External power supply
Ethernet Cable %L",'ﬂ'f;s""'e‘ Accessible.

Quick User Guide

* While both my-Ditto keys function in the same way, the master key has additional
administrator privileges. Additional my-Ditto keys can be purchased separately from retail
outlets that carry my-Ditto (please check the section “where to buy” on www.my-Ditto.com).

Find more information about my-Ditto keys on section 7, Managing my-Ditto Keys, on page62.
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3.2 Product View

3.2.1 Front view

LED Indicators m m

1 (] e
1. Power 2 Olew
2. LAN 3 Qe

a e
3. Status ? Ofewe

6 Olees
4.USB1 7 (0
5. USB2 8

6. Hard Disk1

J
7. Hard Disk?2 10 ﬁ/

8. Release (button)  my-Ditto shut down*

=)

9. Copy (button) (1) Key authentication

(2) Copy content of external USB device
8+9. Release (button) and Copy (button) Deactivate master key**
10. USB1 (port) for my-Ditto key authentication

* Pressing the release button until the first beep shuts down my-Ditto. Then my-Ditto can be safely
switched off.

** Pressing the release and copy buttons until hearing the first beep deactivates the master key without
erasing anything from the hard disk drive (in the event of a lost master key). For more information,
refer to section 7.6, Lost Master Key, on page 65.
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3.2.2 Back View

FowER
i

11. Power switch turns my-Ditto On/off
12. USB2 (port) to be used with external USB storage devices:

1. For single-touch copy, see section 10.2 Single-touch Copy on page
80.

2. connecting an external USB drive, see section 10.3 Connect
External Hard Drive on page 81.

13. Hard Disk Drawers House the hard disk drives*
14. Power Supply Connects my-Ditto to its power adaptor and the power source

15. Ethernet Port Connects my-Ditto to a local network (router or ISP box)

* For information on how to replace or add a hard disk drive, see section 12, Installing Hard Disk Drives,
on page8>s.
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4 Getting started

4.1 Installing my-Ditto

i W

it

0

1. Connect the Ethernet cable from my-Ditto to your router (or ISP box)
2. Connect to the Power Supply

3. Switch the Power Button to On

PowER

Lights On

O ® O 0 @ @ @)

Note: Before you start, make sure your router is working and connected to the Internet.

Powering up should take approx. 2 minutes. Once completed, the LED indicators will become
illuminated, as shown in the above image.

4.2 To Turn my-Ditto Off

Press the RELEASE button until a beep is heard. All LED indicators will turn off, with the
exception of the LAN LED. Now wait an additional 10 seconds and then switch the power
button to off on the back of the device.
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4.3 my-Ditto Keys

my-Ditto keys enable users to remotely access their network server’s files with an easy-to-
use USB key. With your my-Ditto key, you will be able to safely access any file from my-Ditto
— no matter where you are.

There are 2 types of my-Ditto key holders:
e Standard my-Ditto key holders or users — up to 29 of them.*

e Master my-Ditto key holder or user - one only, as this key contains Administrator
privileges.

* For adding new my-Ditto users refer to section 7.2, Adding Additional my-Ditto Users, on page 62.
Users with a standard my-Ditto key have the ability to:
e Access own private folder, shared folder and any public folder.
e (Change own username and password.
A master my-Ditto key contains these additional administrator privileges:
o VIEW all users and their status (without accessing their private and shared folders).
o DELETE users and the contents of their private folders.
o DEACTIVATE users; block a user’s key access to my-Ditto.
o EDIT user's passwords.
e EDIT usernames.
e Setthe system clock: date & time.
e Format hard disk drives.
e Change my-Ditto and workgroup names.

e Disable/enable media server and iTunes services.

For more details on how to use the administrator functions refer to section 5.12 my-Ditto Application -
Settings, on page 37.
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4.4 Accessing my-Ditto

4.4.1 Using my-Ditto Key

You can access your files from anywhere with your my-Ditto key. The steps below will show
you how to use your my-Ditto key and remotely access your files whenever you need them.

Step 1:

Plug in the master USB key (gray) and wait a few seconds until your computer has identified
my-Ditto key.

Step 2:
1. Launch my-Ditto application:

a. Windows OS - click on my-Ditto.exe (using Windows XP, just click on my-
Ditto icon in the autorun box)

b. Mac OS - click on my-Ditto.app
c. Linux OS - click on my-Ditto.sh

2. A splash screen will appear for several seconds until the application is up.

3. When a connection has been established, the bottom left “disconnected/connecting”
icon will switch to green.

Step 3:
1. Enter your username:*
a. 1-31 characters:
b. Letters, digits, underscore (_) and hyphen (-)
c. No spaces

d. Case insensitive

e. Letters with accents, for example: é, &, &, 1 are not allowed
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2. Enter your password:
a. 1-20 characters
b. Letters, digits and the following symbols: !, @, #, $, %, *, & *, (, )
c. No spaces
d. Case sensitive

3. Enter your Email address (optional):**
a. Valid Email address

* Usernames are stored and remembered for future use

**Email address is used in order to activate your mobile application

"Ditto _ ..

Everywhere You Go

Welcome to my-Ditto.

Before using your my-Ditto for the first time,
please provide a user name and a password.

Username:

tech
Password: Confirm password:

Optional: To access my-Ditto from your mobile devices,
please provide a valid email address.

Email:

tech@dane-elec.fr

Once you have completed this simple authentication process, a private folder will be created
in my-Ditto bearing the username.

Note: Changing usernames and passwords can be done from the menu settings in my-Ditto
application.

Step 4:

The right-side view shows your computer’s directories, while the left side view shows my-
Ditto. Now you can store, backup and access your data by dragging & dropping files or
folders from anywhere in your computer to my-Ditto, and vice versa.
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~ myDitto =1l 1 =1

cE— T —

t cHl.

DISK1 Public

n n ~4 R B n

myMusic myPictures cos DISKs-Public (R... LucyDitta... Magic Briefc. myDitto Logs

3 7 3 7

old Desktop est_new3 Dropbosx.Ink

LucyDitto ne

3 objects. 13 objects.

@ Connected

Note: In order to access a computer remotely, it must either be connected to the Internet or to
the same local network as my-Ditto.

4.4.2 Access from a Mobile Device

my-Ditto is also accessible from a large variety of mobile devices. In order to enjoy access to
my-Ditto from your mobile device, my-Ditto mobile application must be installed and your
Email must be verified.

Verify Email address:

If a valid Email address been entered at first registration:

1. An automatic approval message will be sent to the email address.
2. After confirming the message you are ready to access the mobile application.

Otherwise:
1. Click on the top right phone icon.
2. Enter a valid Email address and click send.
3. An automatic approval message will be sent to the email address.
4. After confirming the message you are ready to access the mobile application.
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> myDitko

R

|

__ Activate your mobile application
1) using this email address:

Cloze Send

Then, in order to register your mobile phone, you have to install my-Ditto mobile
application:

For iPad/iPhone/iPod Touch:

1. Go to the Apple App Store.

2. Search for my-Ditto application.

3. Install and launch the application.

4. Enter your Email address and password then click Log In.

For Android:

1. Go to the Android Market.

2. Search for my-Ditto application.

3. Install it and launch the application.

4. Enter your Email address and click ok.
5. Enter your Password and click ok.

Note: The mobile application version and my-Ditto version must be the same. Before
downloading the new mobile application, make sure your my-Ditto is up to date.
For more information, refer to section 8 System updates, on page 66.
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4.4.3 Access Directly from the Local Area Network

There is an alternative way to access my-Ditto once it has been connected to the network.
Any computer or device connected to your home or office network will now recognize my-
Ditto as an additional network or workgroup computer.

At this stage, my-Ditto will contain a single folder named Public. If you are using both hard
disk drives, each one will receive its own Public folder.

As users register, additional private (password-protected) folders will be added and can be
identified by their username.

Shared folders created by users will also be displayed using their alias. Only authorized
users will be able to access them.

How?

There are two ways to access my-Ditto folders directly within the local network:

1. Use the access button (or Mount on Mac OSX) located in the Network/Backup tab in
the settings configuration window.
Refer to 5.12 my-Ditto Application - Settings page 37 for more details.

2. Find my-Ditto on the different operating systems:

Windows:

o XP : My Computer - My Network Places = View workgroup computers

e Vista :Control Panel > Network Center

o 7 : Computer > Network
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@Qv b Net..

» MYD.. » v |4
Organize v Network and Sharing Center > g -
B Desktop ¢ DISK2-Jonathan
& Downloads o share
) Recent Places
DISK2-Public
53 Libraries - T
| Documents
& Music
=/ Pictures
B8 videos 3
& Homegroup

1% Computer

€ Network

DISK2-Jonathan (\\MYDITTO)

S Share
~

Note: Windows usually saves the last user’s login information, and as a result may not allow
new users to login to their private folders (from the same computer) without disconnecting the
previous session first. To disconnect the previous session, go to Tools = Disconnect Network
Drive 2 select \\my-Ditto server name (default is my-Ditto); press return and click ok.

Now Windows will accept a new password.

Note: You can also access my-Ditto server from:

Start 2 Run 2 type: \\my-Ditto server name (default is my-Ditto), press return.

Mac:

Go - Computer - SHARED

800 [ myMusic =
an -
(> (2] = [Em) aQ
DEVICES
= A\ - [0 Market...aterial  »
E ipisk . (0 myDitto app -
SHARED -
| myditto o — (1 myPhotos -
Connected as: Jonathan .
@ Al P r—— 0 myPictures -
oD 2 myVideos
E Desktop
N Shir (& DISK1-Eduard >
fat .
7B Applications - mydltto + |4 DISK...athan = r|a
v . v
il Documents A e DISK1-Public 1 1
W — alr

2 items, 434.02 GB available

é.

Note: Mac OS X usually saves the last user’s login information and as a result, may not allow
new users to login without disconnecting the previous session first. In order to login as a

different user, select my-Ditto computer, and click on:

Connect as =2 Enter your username and password and click Connect.
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Note: Another solution is to use the Finder. Click Go and “Connect to server.” Then input my-
Ditto server’'s name (default my-Ditto)

IE: smb://myditto

Connect as =2 Enter your username and password and click Connect.

Linux Ubuntu/Fedora/Redhat:

Go to Places = Network




my-Ditto User Manual 20

5 my-Ditto Application

5.1 Introduction

My-Ditto application is stored on every my-Ditto key. It has been specifically designed with
a very simple and intuitive interface for managing and accessing your digital files, within
your network or outside of it.

A similar version of this application can be downloaded and installed on mobile phones,
giving you the freedom to access my-Ditto from anywhere in the world.

Note: some of the functions are not available if there is no active internal disk in the

system (system with only attached external disk).

5.2 my-Ditto Application - Main Page

The application’s main page is divided into two displays:
e Remote (left side), which shows my-Ditto files and folders.
e Local (right side), which shows your local computer.

Most of the file interaction happens between these two panels.

=~ myDitto Qg 1 S[=]E

(& Search Results _ Play List ___Backup

t cHE-

DISK1L Public C: sers shir

n n W = "

myMusic myPictures eos DISKs-Public (R... LucyDitto... Magic Briefc... myDitto Logs

"

old Desktop

LucyDitto ne... Micro

3 objects. 13 objects.

@ Connected
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5.2.1 Top Menu Bar

@ 000 0 ©

= myDitto 18 1 17 (=1L

1. my-Ditto name - the default given name is “my-Ditto.”

2. Install Desktop Client (available only on local network) - Refer to 5.8, my-Ditto
Application - Desktop Client, on page 37 for more details.

3. Email Address for Mobile Access - enables mobile phone access to my-Ditto.
Refer to 4.4.2, Access from a Mobile Device, on page 15 for more details.

4. Settings - opens the application settings window. Refer to section 5.12, my-Ditto
Application - Settings, on page 37, for more information.

5. Help - opens my-Ditto website or log file.

6. Application Window Buttons - Minimize, Maximize, and Close (before removing
my-Ditto key from the computer, close the application by clicking the ‘X’ button).

5.2.2 My Files / Search Bar

[_aﬁ jeoi © © Sﬂnchgalu mﬂ[ sgp Tra&rﬁng

1. Search Bar - where search queries are entered; i.e. files names to be searched for.

2. Search Button - executes the search request. Pressing the return key will do the
same.

3. My Files - current view showing my-Ditto files and folders on the main page.
4. Search Results - displays all files found by the search query.

5. Play List - display songs that have been recently played. Enables the user to create
customized playlists. Refer to section 5.5.2, my-Ditto Application - Play List, on page
30 for more details.

6. Backup status - reports the status of the backup. Refer to chapter 5, section 5.4
my-Ditto Application - Automated File Backup on Page 25 for more details.

7. Transferring status - Shows the transfer rate and the jobs queue (appears when
there are items to transfer).
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5.2.3 Remote / Local Views

Header

1. Remote View - my-Ditto’s content

2. Username - username of the connected user (you)
3. Local View - local computer content

Files View

stampigny Bureau

[~

Moz |.h: Fir... vy Ditto.Ink

1. Navigation Commands - Back, Forward, Parent folder, Refresh folder.

2. View Change- shows all viewing options:

a. Details
b. Icons
c. List

d. Thumbnail

3. Backup Icon - Add or remove files and folders from backup. Refer to section 5.4
my-Ditto Application - Automated File Backup on page 25 for more details.

4. Folder Path - shows the full path of a displayed folder.
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5. Objects in Folder - sum of files and folders at the current viewed folder
(local/remote).

5.2.4 Status bar

Opening: IMAGOOLE.jpg

" 11% Cance
Adrninistrator;

1. Connection Status - Connected/Disconnected/Connecting status between the
client and my-Ditto.

2. Transfer Status - shows the completion percentage of a transferring file/folder
to/from my-Ditto.

3. Administrator Status - displays “administrator” if the current user is the
administrator.

5.3 my-Ditto Application — Managing Files & Folders®

5.3.1 Overview

When using my-Ditto with one hard disk drive, it will contain three root folders: Public,
Private (using the current user’s name) and sharing.

These folders cannot be deleted or renamed. In addition, new folders cannot be opened and
files cannot be placed adjacent to them.

When using my-Ditto with two hard disk drives, two additional root folders will be created:
Disk1 and Disk2 (when in RAID mode there will be three root folders similar to my-Ditto
with one hard disk drive).

Public Folder: Visible and accessible to anyone using my-Ditto application or connecting to
my-Ditto within the network. The public folder contains three sub-folders: myMusic,
myPhotos and myVideos. The folders were created to help organize media files.

Private Folder: Each user has one private folder bearing their username. Unlike the public
folder, a private folder can only be accessed by its owner. Although the Administrator can
see all users and their status, he/she cannot access other users’ private folders.

1 There are no Public, Private and shared folders in case there is no active internal disk in the system
(system with only attached external disk).All content is Public. /
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5.3.2
1.
2.
3.
=

Sharing Folders: Contains all the folders which are shared to/by the
current user. Refer to section 5.8.2, How to uninstall?

Run the local client you want to uninstall.
Press the Local client button with the red arrow located on the top menu bar.
That is it! The application has been removed

myDitto Mg I E=1E3)

my-Ditto Application - Sharing, on page 34, for more details.

5.3.3

Open*

Functions

Double-click on the desired file or folder, or
Use the Ctrl+0 keys (Cmd+O for Macs) on your keyboard, or

Place your cursor on a selected file or folder and right-click on it; then select open
from the menu list.

* Files will open using existing applications installed on the local computer

Copy

Drag a file or folder from anywhere on your local computer and drop it into the
desired my-Ditto folder and vice versa, or

Use the Ctrl+C keys (Cmd+c for Macs) on your keyboard, or

Place your cursor on a selected file or folder and right-click on it; then select copy
from the menu list.

Cut & Paste

Place your cursor on a selected file or folder and right-click on it; now select the cut
function from the menu list, or

Use the Ctrl+X keys (Cmd+x for Macs) on your keyboard in order to cut the
file/folder, then Use the Ctrl+V keys (Cmd+v for Macs) on your keyboard to paste
the file/folder, or

Hold the shift key on your keyboard and drag a file or folder from anywhere on your
local computer and drop it into the desired my-Ditto folder and vice versa
(Windows OS only).

Move File/Folder to the Recycle Bin (Delete)

Use the delete key, or
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e Place your cursor on a selected file or folder and right-click on it; now select the
delete function from the menu list.

Attention: There is no recycle on my-Ditto server side. The delete function on the remote panel

is equivalent to a “permanent delete” (see below).

Permanent Delete

e Hold the shift key on your keyboard and use the delete key, or

e Hold the shift key on your keyboard and place your cursor on a selected file or
folder and right-click on it; now select the delete function from the menu list.

Rename

e Place your cursor on a selected file or folder and right-click on it; now select the
rename function from the menu list, or

e Press the F2 key on your keyboard (Windows and Ubuntu OS only).

New Folder

e Point the cursor to the view where you would like a new folder, right-click your
mouse and select the new folder function from the menu list, or

e Use the Ctrl+N keys on your keyboard (Windows and Ubuntu OS only).

5.4 my-Ditto Application — Automated File Backup

Couldn’t be easier! With a few mouse clicks your network computers will be backed-up.

5.4.1 Backup Service Installation

The installation occurs only once per computer, by using the administrator privilege. Both
computer and my-Ditto should be connected to the same network.

1. Choose files/folders to backup (as clarified under "how to choose files/folders for
backup" at next page).

2. Message will appear at the bottom of the screen.

Administrator privilege requiered for backup. X

The operating system will pop up a User Account Control message (Win vista and higher or
Macintosh), allow the service to run by clicking Yes or by entering the administrator
password.

On Win7 and Vista:

If you are the computer's administrator:

A
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Otherwise:

On OSX:

) myDitto requires that you type your password.
Y

Name: |Shir

Password: I I

b Details

@ (Gnee) @06

On Windows XP:

Only the computer's administrator can install backup, no message pops up in that case.

5.4.2

1.

How Do | Choose Files/Folders for Backup?
Both computer and my-Ditto should be connected to the same local network.

Select the files/folders you wish to backup.

Click the backup button located above this view @, or
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4. Place your cursor on a selected file or folder and right-click on it; now select the Add
to backup function from the menu list.

a. Allfiles/folders will now be marked with a green symbol.

b. Parent folders will be marked with an orange symbol 2
Repeat steps 2 and 3 above until you have marked all folders you wish to backup.

Backup will start in a few minutes and the backed up content will be stored under my-Ditto
in a folder that holds you username under a folder called: backup.computer_name, e.g.

backup.laptop1. This folder will be marked with a green mailbox icon.

You can close my-Ditto application now; my-Ditto will check for changes in the backed up
files and folders and will automatically update itself every couple of hours.

5.4.3 How Do | Remove Files/Folders from Backup?

In order to remove a file or a folder from the backup list, simply select it and do one of the
following:

1. Press the backup button; the backup symbol will disappear (Note: all files and
folders located inside this folder will be removed from the backup list).

2. Right click on the mouse and choose: Remove backup.

When removing a file/folder from the backup routine, the file/folder will not be deleted from
the backup folder; however it will stop being updated.

5.4.4 Backup Indication

All detailed indication, of the various backup operations carried out in the last 30 days, can
be viewed at the backup tab.

Any information regarding the backup appears here, times of the last successful backup,
error or problems that occurred.

You always know what has been backed up, when was the last time the backup occurred,
and in what degree of success.

=~ myDitto @I | |=Ox
( _) ,0 Stop My Files Search Results  Play List
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5.4.5 Backup tab

s myDitto EIgI [ =o)X

Stop I Backup

Date Time Backup Status Information
01.06.2011 07:13:22 Backup issues o was not able to find this computer on local network.

31.05.2011 23:43:34 © Successful backup

Files backed up (1 files and folders) Actions
31/05/2011 C:fusers/shir/Desktop/Ligunstic software Added C:fusers/shir/Desktop/old Desktop

Removed C:/Users/shir/Desktop/old Desktop

Added C:/Users/shir/Desktop/Ligunstic software

? Connected

1. Backup status table - Indicates what is happening daily as well as for the last 30
days of the backup process.

2. Files in backup - list of all files and folders which are configured to backup from this
specific computer.

3. Actions - all actions that occurred on a specific day.

Backup Statuses

White - backup is not configured.

19.05.2011 18:37:48 ® Backup is not configured Backup has not been configured.

Help & Fix

Green - all items backed up.

30.05.2011 22:59:24 Successful backup |

Red - an error had occurred.

27.05.2011 - Backup issues

For more information see 13.5 Backup_Troubleshooting page 96.
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Performing backup - backup is currently active.

Time Backup Status Information
31.05.2011 15:29:28 Performing backup Backup is configured and active.

Files in backup

Here you can see all the items that are at the backup procedure from this specific computer.

Files backed up (1 files and folders)
31/05/2011 C:/Users/shir/Desktop/Ligunstic software

Actions

Here you can see the items you added and removed from backup on a specific day. In order
to pick a day, just click on one of the days on the Backup status table.

Actions
Added C:/Users/shir/Desktop/old Desktop

Removed C:/Users/shir/Desktop/old Desktop

Added C:/Users/shir/Desktop/Ligunstic software

Note: The backup utility supports compatible Mac and Windows operating systems installed on
Mac and PC platforms only

5.4.6 How to uninstall the backup process*?

1. Go to the Network/Backup tab under the Settings, for more details refer to 5.12 my-
Ditto Application - Settings page 37.
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2. Click on uninstall backup button.
*Requires administrator privilege.
When stopping the backup routine, the existing file/folder will not be deleted from the backup

folder; however it will stop being updated.

5.5 my-Ditto Application — Music Streaming

Stream and listen to your favorite songs from anywhere in the world.

5.5.1 How?

1. Go to the Play List tab.

~ myDitto @ igvl | OEE
( ) ,@ My Files Search Results Backup

2. Pick a song from the library, or from one of the play lists (learn more about creating
a play list on next page).

Double click on one of the songs.

The song will start to play.

The next song in the list will start after the current song ends.

You can navigate in between the songs with the back/forward arrows that are
located at the bottom right side of the application.

o kW

Breakdown

Guns N' Roses - Use Your Illusion IT

7. All mp3 files, stored in myMusic* will appear under Library.

* The songs shown are those that are stored in myMusic on Disk 1. If the disks are using a
RAID, all songs under myMusic will appear.

Note: Music streaming is supported only on Mac and Windows operating systems.

5.5.2 my-Ditto Application — Play List

Make yourself a Play List of your favorite music, or use your entire music library and listen
to the music you love anywhere in the world.
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=

myDitto mIgol | | = O

LIBRARY
Library

Track Name

Artist - Album

Name Album Artist Genre Duration

Welcome to the Jungle Appe... Guns...oses |Rock 04:36

Civil war Best ...es - Guns...oses  Alternati 07:44
Don't Cry Live:...Disc |Guns...oses | Other 04:47
Nightrain Appe...tion Guns...oses Rock 04:31
Paradise City Appe...tion |Guns...oses |Rock 06:48
Knockin' on Heaven's Door Great... Hits Guns...oses Rock 05:38
Breakdown Use Y...on II |Guns...oses |Rock 07:06

Ain't It Fun Great... Hits Guns...oses Rock 05:08

PLAYLISTS
John's playlist Since I Don't Have You Great... Hits |Guns...oses Rock 04:22
User Playlist 2

- w

How to

AN S

Sweet Child O' Mine Appe...tion Guns...oses Rock 05:58
November Rain Use Y...ion I |Guns...oses |Rock 08:59
Sympathy for the Devil Great... Hits Guns...oses Rock 07:37
Get Rhythm Walk ... Line |Soundtrack |Soundtrac 02:27
I walk The Line Walk ... Line Soundtrack Soundirac 03:21
Wildwood Flower Walk ... Line Soundtrack |Soundtrac 02:32
Lewis Boogie Walk ... Line Soundirack Soundtrac 02:02

Ring Of Fire Walk ... Line |Soundtrack |Soundtrac 03:42

Administrator 4

Library - main folder, clicking on it will show you all mp3 files which are found
under your myMusic* folder.

Playlists - list of play lists of all my-Ditto users. Click on one of them will show you
its content.

Add playlist - creates a new playlist.

Sync now - sync music from myMusic folder.

Song list - here you will see the mp3 files.

Note: Deleting one of the songs here will delete it from my-Ditto.

create a new playlist?

Click on the + (add playlist) button, or

Right click on one of the existing playlists or the playlists title and choose add new.
Type the name of your play list.

Select mp3 files you want to add the playlist from the library or from other playlist.
Place your cursor on the selected mp3 files and right-click; now select Add to play
list from the list.

A play list been made and you can see it on the left side under the PLAYLISTS.
Double click on the desired list name.

Select the first song you would like to hear.

The next song in the list will start after the current song ends.

. You can navigate in between the songs with the back/forward arrows that are

located at the bottom right side of the application.
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5.5.3 How to delete a playlist?

1. Right click on the playlist name.
2. Chose the delete option from the pop-up menu.

5.6 my-Ditto Application — Search

s myDitto HiIg 1 17 IS=ES)
My Files Play List

Documents
myDitto/DISKs/ad backup.shir_PC/logs

more docs
myDitto/DISKs/Public/Folder1,

Release Notes 10.2.12.3

myDitto/DISKs/admin/ 1

upgrade 10

myDitto/DISKs/admin/backup.shir_PC/logs,
Dane-Elec-design-review
myDitto/DISKs/admin/backup.shir_PC/logs/Public/Desktop/Rotem/Barak

logs/Public/Desktop/Rotem,

he Final Cut

earct mpleted. Found 9 results.

@ Connected admin

Administrator

Search for any file located on my-Ditto by typing a word or string that is part of the file
name.

e The search function is performed on Public and Private folders and on both hard
disk drives (if two are being used).

e Search words are not case sensitive.
e Results appear in a separate view entitled Search Results.
e Files can be opened directly from the Search Results view.

e In order to return to the Main view, click on My Files located to the left of the Search
Results.
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5.7 my-Ditto Application — File Transfer View

s myDitto NN 17 1=0x
My Files Search Results  Play List

Cancel all 4 4.41 MB/Sec
o -

@ Connected

Transferring files from your local computer to my-Ditto, or back, via a simple copy & paste
function or using the drag & drop feature, can be viewed in two locations:

Current File Transfer View - shows the percentage of the current file/folder being
transferred to/from my-Ditto. The user may choose to cancel the transfer by clicking on the
cancel button.

File Transfer View - displays all pending files/folders and those being transferred
to/from my-Ditto. This view is enabled only when one or more files/folders are being
transferred. The user may choose to cancel the transfer of one or more of the files by
clicking the cancel button adjacent to the selected file, or to cancel all the transfers of the
files/folders that exist in the File transfer view by clicking on the cancel all button at the
bottom left of the application.

5.8 my-Ditto Application — Desktop Client

As an alternative to using your my-Ditto Key at home, office or anywhere in the world,
quickly and easily download the desktop client and enjoy the same features and benefits.

5.8.1 How to install?

1. Press the Desktop client button located on the top menu bar.

=~ myDitto @g I |7 EEES
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2. Wait a few seconds until the installation completes; a my-Ditto shortcut to the client
application will be created on your desktop (dock at Mac).

5.8.2 How to uninstall?

4. Run the local client you want to uninstall.
5. Press the Local client button with the red arrow located on the top menu bar.
6. Thatis it! The application has been removed

-7 myDitto ::) I [ B

5.9 my-Ditto Application — Sharing?

Easily and simply share your private folders with other users while keeping control of
content.

5.9.1 How?

1. Choose a folder that is located under your Private folder.

2. Place your cursor over the selected folder and right-click on it, then select Share...
from the menu list.

3. A small configuration screen will appear.

p‘ Sharing

NickName Documents @ DISKs-admin

Bart

Kl

Homer not shared

]

not shared

Kl

not shared

!

not shared

Kl

Snowball not shared

]

Remaowve All Sharing Cancel

4. By default a unique Nickname will be given to the shared folder, you can change it to
any name as long as this name is unique to my-Ditto.

2 This Function is not available in case there is no active internal disk in the system (system with only
attached external disk).
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5. In order to share a folder with a user simply change the permission from “not
shared” to “read-only” or “read/write” permission.

6. Now you can approve the creation of the shared folder by clicking on the OK button.

A new folder will be created under the Shared folder, both on the original owner’s folder
and in the user’s shared folder.

The new shared folder will be marked with an icon on the owner’s end g (both on the
private and shared folders).

Now your folder is shared with other users.

If the user has “read/write" permission, each change made on the files and folders in the
shared folder will take place under both the original folder and the private folder.

5.9.2 What Else?

Remove a User from a shared folder

1. Place your cursor on the existing shared folder and right-click on it; then select
“Share...” from the menu list.

2. A small configuration screen will be displayed.
3. Change the user permission to “not shared” and confirm by clicking the OK button.
4. The folder will be deleted from the “shared” folder for the removed user.

Add a user to a shared folder

1. Place your cursor on the existing shared folder and right-click on it; then select
“Share...” from the menu list.

2. A small configuration screen will be displayed.

3. Changes the user permission to “read” or “read-write” and confirm by clicking the
OK button.

4. A folder will be added to the “shared” folder of the added user.

Stop sharing a folder

1. Place your cursor on the existent shared folder and right-click on it; then select
“Share...” from the menu list.

2. A small configuration screen will be displayed.
3. Click on the remove all sharing button.

4. Confirm the action by clicking the OK button.
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Changing Permissions

1. Place your cursor on the existing shared folder and right click on it; then select
“Share...” from the menu list.

2. A small configuration screen will be displayed.
3. Change the user’s permission.

4. Confirm the action by clicking the OK button.

5.10my-Ditto Application — Save to Remote

The “Save to Remote” function allows you to edit your files and save them directly on your
my-Ditto.

5.10.1 How?

1. Open a file from the Remote view.

2. Make your desired adjustment.

3. Save the file.

4. The modified file has been automatically uploaded to my-Ditto, so it's updated with
your latest changes.

5.11 my-Ditto Application — Disconnect Idle Client

In order to secure access to my-Ditto, the application causes an idle client to disconnect
from my-Ditto after a timeout period of an hour.

5.11.1 How?

1. Clients who have not performed any action in the application for an hour will get a
message at the end of that hour that they will be automatically disconnected.

2. If the client chooses the “Disconnect Now” option - the application shuts down; if
he/she chooses “Don't Disconnect” - the client will stay connected and he/she will
be able to continue working as usual.

You have been Inactlve for a long perlod.
For securlty reasons you will be automatically disconnected

In 62 seconds.

Don't Disconnect Disconnect Now

3. If no choice has been made within 2 minutes the client will disconnect from my-
Ditto. In order to reconnect the user will need to choose to “Reconnect” and then re-

enter his/her password. —
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Timed Out

Your dient has been Idle for some time and the connection
with myDitto was ended automatically for securlty reasons.

5.12my-Ditto Application — Settings

~ myDitto ®Ig OI 7 IESI=1ES

My-Ditto Settings page allows users to obtain information about my-Ditto's current status,
such as: the list of authenticated users, available space on the disk drive(s), etc. In addition,
this page allows you to modify parameters.

While standard key users can’t see another user’s activity and are only able to change their
own username and password, the master key holder has full control to modify my-Ditto’s
settings, to change passwords, rename or delete users from the system, enable functions
and to make configuration changes.

Note: Most of the setting operations require a few seconds to update my-Ditto server; during

this time do not switch Off my-Ditto server.

General

Provides the following functions and information:

my-Ditto client version.

my-Ditto version.

Connection type: Local (within the network), UDP or Relay.

Date and Time window: sets the correct date and time for your time zone, ensuring

that file upload date and time stamps are accurate (apply changes can be done only

by the administrator or master key holder).

e Language: allows you change the language used in the application.

e Access the advanced settings web interface: The web interface contains parameters
that can configured manually (For more details on advanced settings refer to section
5.13, my-Ditto Application - Advanced Settings, on page 43).

e Get and Delete my-Ditto logs: get or delete both Client and my-Ditto logs (Get and
Delete my-Ditto logs can be done only by the administrator or master key holder).

e System status information: indicates the state of your my-Ditto.
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01/01/1970 2: Apply

myDitto Ic

myDitto advanc:

Last Shui
Disks Fullne
Disk 1 Fullness

sk 2 Fullness

Disks

Display the capacity information of the installed hard disk drives and the external hard
drive (if attached).

Unplug button - ensures the detachment of the external hard drive, refer to 10.3.1 for more
information.

If there are two internal drives then you can change the disks structure.

Note: This will erase all the data!
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myDitto Hard Disk Information

504.45 MB

Disk 1: Mot activate

Disk 2: 146.0 Used: 9 MB 0%

o

separate Disks M a0 M rani

Network

Media/iTunes

ucture from above.

User Management

Main view - standard key holders are able to Rename and Change their password, but not
Deactivate or Delete accounts.

" Settings

mﬂ

General

Jonathan

Rename Change Password Deactivate Delete

Nessim

Rename Change Password Deactivate Delete

Jser Manac
User Management Andrea

Rename Change Password Deactivate Delete

Rename — Changing a User’s Name

e Usernames must be between 1-31 characters.

e Letters, digits, underscore (_) and hyphen (-).

e No spaces.

o Letters with accents, for example: é, &, €, 1 are not allowed.

e (aseinsensitive. =
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e The user’s Private folder name immediately changes to the new username.

Change Password

e Each password must consist of 1-20 characters.
e Letters, digits or one of the following symbols: ! @ # $ % " & * ().
e No spaces.

e Passwords are case sensitive.

" Change password

Enter current password:
Enter a new password:

Confirm the new password:

Deactivate — Administrator Only

It is possible to deactivate a user or key without losing any private data. The deactivation
function will do the following:

e Deactivate a user’s key from accessing my-Ditto.
e Deactivate all of the user’s mobile devices from accessing my-Ditto.
e Keep original username and password.

Keep the deactivated user’s private folder.

The explanation on how to regain access to my-Ditto can be found in chapter 7, Managing
my-Ditto Keys, on page 62.
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This action will deactivate this user at myDitto server.
Proceed?

(o« M cConcel

Note: If the deactivated user has been connected during the deactivation process, the
application will close itself while notifying the user.

Delete — Administrator Only

Completely deletes the user from the system, including any data that has been stored on
my-Ditto.

Note: If the administrator is deleted from the system, my-Ditto application will close itself and
the next user (key) added to the system will then become administrator.

This action will delete this user and all
their data from myDittoc server. Proceed?

Lok N Concel

Network/Backup

my-Ditto on Explorer (SAMBA)

Allow you direct access to my-Ditto’s folders (privates and public).

For more information on how to use, refer to 4.4.3 Access Directly from the Local Area
Network page 17.

Note: Accessing the private folder requires entering a user password.

Uninstall Backup

Each user can choose to uninstall the backup service from the computer he works on.

Note: my-Ditto will stop backing up the computer; any data stored on the private backup folder
will remain as it is now.
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Administrator only

Defines the names of the Workgroups and Servers that appear on the:
e Local Area Network.
e Media players/adapters.
e iTunes application.

Workgroup

The name of the group containing all computers located on the same network (default =
WORKGROUP).

my-Ditto name
The name of my-Ditto as it appears in the network folder (default = my-Ditto).

* In cases where two or more my-Dittos are connected to the same network, it is recommended to
name each my-Ditto differently

" Settings

myDitto
myDitto

WORKGROUP

my_home_server

Apply

Media/iTunes — Administrator onIy3
my-Ditto is designed to function as a centralized media hub. It allows photo, music, video

and network-connected device streaming, and other PCs on the network.

The Administrator can choose to enable/disable the functionality from this page (default =
enabled).

3 In case there is no active internal disk in the system there are no default folders that hold the music,
videos and photos, so the content will not appear. —
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For more information on how to use my-Ditto multimedia streaming abilities, refer to
chapter 11,my-Ditto as a Multimedia Hub on page 83.

User Management

Metwork

- Media server folders: myMusic, myPicture cos at Disk\Public

Media/iTunes

‘ myDitto media services are on

Proxy

Proxy enables the application to run in an enterprise environment secured with a proxy
server by entering the proxy server credentials required to get access to the internet.

+" Proxy settings

name:

*If required by the proxy

5.13my-Ditto Application — Advanced Settings

my-Ditto advanced settings page can be accessed in two ways:
e From my-Ditto settings menu, click on the Advanced button — Administrator Only.

e By opening a web browser and typing: http://[my-Ditto’s name] (default:
http://myDitto) - from Windows only.



http://myditto/
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The advanced settings interface can be accessed from within my-Ditto network only, and
requires a user name and password (default: admin/1234)

Windows Security ﬁ

The server myditto at Default: admin/1234 requires a username and
password,

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| User name |

| Password |

[T Rernerber my credentials

[ ok || cancel |

b

The following menus are available in the advanced settings interface:

General

Data & Time
Network
Print Server
Bit Torrent
iTunes Server
Media Server
Tools

O NN W

5.13.1 Advanced Settings — General
Displays general information about my-Ditto:
e System time, MAC address and Firmware version.

e my-Ditto and WORKGROUP names.

e my-Ditto’s IP, subnet mask and gateway .
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myDitto Advanced Settings

General Information
General

Date & Time This page displays the general information and the status of the syster
Network System Time 20117120 17:31:07
Print Server MAC Address 00:1£1fba: 1d:Ba
BitTorrent Firrmware “ersion 10.2.19.5
iTunes Server
Media Server Server Mame my_Ditto_Tech
Tools Wwarkgroup WORKGROUP
IP address 192.168.10.59
Subnet Mask 2552552550
Gateway 192.166.10.40

5.13.2 Advanced Settings — Date & Time

Sets the correct date and time according to your time zone, ensuring that both the file
upload date, and the time stamps are accurate.

myDitto Advanced Settings SreSses e

e General Date & Time

< Date & Time Sets the correct date and time according to your time zone, ensuring that file upload date and time stamps are
accurate
* Nebtwork For manual time setting the "Time Server Address" shall be 0.0.0.0, otherwise the time would be set automatically by

) using the time zone and the time server (default: 192.43.244.18).
* Print Server

® BitTorrent
® iTunes Server

Set Time Zone : | (GMT+01:00)Brussels, Copenhagen, Madrid, Paris, Yilnius v

Time Server Address : 192.43.24418

[ Enable Function
Tirmes Fr0m| || |To| || ‘

¢ Media Server

® Tools

Daylight Savings :

Year [2011 v |Month: |7 v |Day:  [28 +|

Hou: Minute: Second:

Manual Setting:

[ Agphy ] [ Cancel

Parameter Description

Select the time zone of the country you live in. my-Ditto will set its

Set Time Zone . .
time based on your selection.
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You can manually assign the time server address if the default time

Time Server Address
server does not work.

my-Ditto can also take Daylight savings into account. If you wish to
Daylight Savings use this function, you must check/click the enable box to set up
your daylight saving configuration (below).

Times From Select the date in which you wish to start using daylight saving.

Times to Select the date in which you wish to stop using daylight saving.

If the time server does not work, you can manually set your
system’s current date and time here. In order to apply these
changes you should type 0.0.0.0 in the Time Server Address field.

Set System Date and
Time

Click <Apply> to save your changes.

5.13.3 Advanced Settings — Network

Set the IP address of my-Ditto manually.

myDitto Advanced Settings Auto Select Language

* General Network Settings

® Date & Time Sets the P address manually.
+ Network

® Print Server
® BitTorrent @ Obtain an IP address automatically

* |P Address Settings

#® [Tunes Server O Use the following IP address

* Media Server IP address | [EEN
Gateway Address l:l

* DNS Address Settings

First DNS Address | NN
Second DNS Address l:l
Third DNS Address ({ NN

l Apply ][ Cancel

Parameters Description

The DHCP server is used to manage the IP address of a network. If

Obtain an IP address you have a live DHCP server in your network and want my-Ditto to
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automatically obtain an IP address from it, please select “Obtain an IP address
automatically.”

Note: The IP address obtained from your DHCP server may change from
time to time based on your DHCP server settings..

If you want to manually set an IP address on my-Ditto, please select

Use the following IP “Use the following IP address” and set the IP Address, Subnet Mask

address and Gateway Address
[P Address This is the IP address used by my-Ditto in your network.
Subnet Mask This is the [P Subnet Mask of your LAN segment.
The gateway IP address for your network. Normally, it is the LAN
Gateway Address [P address of the router (gateway) you are using to access the

Internet.

5.13.4 Advanced Settings — Print Server

my-Ditto can become a print server (accepts print jobs and then prints the jobs on the
requested printer) by simple few steps, as explained below.

1. Connect your printer to the USB 2 port located on the rear panel
2. Enable the print server service by checking the check box
3. Press on the apply button in order to set the print server

Save setting successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system for changes to take effect.

’ Continue ][ Apply ]

4. my-Ditto will automatically restart itself for changes to take effect.

System Restarting! Please wait for a while !

5. You are done setting my-Ditto as a print server

Now, in order to start working with the print server, you should configure your
printer on your computer within your local network.
To find more information about how to add new printer, go to page 100.

A
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Print Server

® General

® Date & Time The print server function supports MFP, RAW, LPR and IPP printing methods.
The printer should be connected to USB port 2 (located at the back of myDitto).

* Network In order to print from your PC please refer to the user manual.

« Print Server Note: In order to use external disk at myDitto the print server must be disabled.

BitTorrent
[C] Enable Print Server

iTunes Server
Media Server
Tools

Print Server Name : PSad8507

Print Name of USB Port : Ipt1

Parameters Description

Enable Print Server |Enable/Disable the print server service.

Print Server name Allows you to modify the print server name.

Print name of USB|Default printer port of the print Server.
port

5.13.5 Advanced Settings — Bit Torrent

my-Ditto supports Bit Torrent peer-to-peer file download protocol. This interface allows
you to transfer 10 different torrents simultaneously.

Make sure to have enough remaining storage capacity to save all downloads.

Note: The peer to peer function could consume a large amount of CPU resources.
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myDitto Advanced Settings

* General

® Date & Time
* Network

* Print Server
+ BitTorrent

# [Tunes Server

* Media Server

Auto Select Lan

BitTorrent Manager

You can enablefdisable BitTarrent function, change the maximurm concurrent connection nurmber in BitTorrent Setting.
You can add BitTorrent itern by clicking an the button ‘Add Torrent' and view BitTorrent status in BitTorrent List Table.

BitTorrent Setting :

BitTorrent Function :

O Enable @ Disable

[ Sawve ] [ Cancel H Advanced Sefting ]

BitTorrent List Table :

s Tools [ Add Toment | [ Refresh |
el e | o o e e | souius | o b riry e
[Pause] [ Fesume ] [RemoveAH] [ Femove Selected ] I Resetl
Parameters Description
BT  Download|Enable/Disable BT Download Function.
Function
Advanced Opens the BT advanced settings window allowing you to set the port
Settin number used by the BT service, control the bandwidth, set the
8 maximum active download torrents and enable/disable DHT.
Opens a window for adding a new torrent (files with .torrent
Add Torrent extension), so you can start downloading. You will be prompted to
provide the location of the .torrent file.
Refresh Refreshes the window showing an updated BT status.
Pause Select one or more downloading BT items in the list and click this
button to pause them.
Resume Resumes downloading selected paused torrents.
Remove All Removes all BT items from the list.
Remove Selected | Removes selected BT items from the list.
Reset Deselects all selected BT items in the list.

Click the <Save> button to save the updated configuration.
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5.13.6 Advanced Settings — iTunes Server

The iTunes server periodically scans media folders for newly added files. The following
window sets the interval (in seconds) between each iTunes server scans.

iTunes Server Manager
* General g

¢ Date & Time The iTunes server periodically scane media falders for newly added files. The following window sets the interval (in seconds) between twa
iTunes server scans
® Network

Q- T
¢ BitTorrent

+ [Tunes Server
* Media Server
* Tools

Parameters Description

Please specify the time interval in seconds between each iTunes server
scans. The iTunes server periodically scans media folders for newly
added files. The valid rescan interval is from 30 to 65,535 seconds. You
can also click the Rescan button to start a scan immediately. The
required scan time is dependent on the number of media files stored in
the disk. It may take up to several minutes to finish.

Rescan interval

Click <Save> to save your changes.
5.13.7 Advanced Settings — Media Server

The Media server periodically scans media folders for newly added files. The following
window sets the interval (in seconds) between each Media server scans.
Media Server Manager

The Media server periodically scans media folders for newly added files. The following window sets the interval {in
seconds) between two Media server scans.

0] e

[ Sawve ][ Cancel ]

Parameters Description

Please specify the time interval periodically in seconds between each
Media server scan. The Media server scans media folders for newly
added files. The valid rescan interval is from 0 to 65535 seconds (0
means no scan at all). You can also click the Rescan button to start a
scan immediately. The required scan time is dependent on the number
of media files stored in the disk. It may take up to several minutes.

Rescan interval

A

Click <Save> to save your changes.
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5.13.8 Advanced Settings — Tools

Storage Tools

Manage my-Ditto's storage structure (JBOD, RAID 0 or RAID 1), as well as the format and
partition of the internal storage disks.

Prior to applying any function, verify that there are no users accessing my-Ditto, to avoid
data loss.

[ Storage Tools | Storsoe Statu Firmware Password 2esel

Storage Tools

Manages the server's storage structure (JBOD, RAID O or RAID 1) as well as the format and partition of the internal and extemal
storage devices

In order to avoid data or hard drive damage, before applying any function, make sure the server is not being used by any user

For the interal SATA hard disk drivers, the server only allows performing "Auto Partition & Format®. Only external USB storage
devices attached to USB2 port can be manually partitioned and formatted

Check & Fix Disk

O  cosve O i

O JBOD Just Bunch Of Disks - all disks are being addressed independently but are
o also concatenated and presented as a single disk
RAID Mode: O RAIDOD Merges two hard disk drives 1o a single large disk in striped way
® RAID1 Creates an exact copy (or mirror) of the set of data on two hard disk drives
[ Reset
RAID : | AutoPanition & Format |

Check & Fix Disk

Checks my-Ditto’s internal hard drive disk(s) for system failure and attempts to correct any
identified errors.

Note: When my-Ditto is performing the Check & Fix Disk operation, all attempts to access the disk(s) will
be rejected, and currently transferring data may be lost.
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Check & Fix Disk

Checks the storage server's internal hard drive disk(s) for system failure and attempts to fix them.

Attention: If there are too many errors in the disk, the data may be lost after fixing.

Select Partitions : [RAID]C:

&) Maow (run at once)
O Later (run at the following time)
Year: baonth: Day:

Run Time :

Hour: hinute:

) Check errors
O Check errars and fix them

[ Apphy ] [Cancel] [ Fepart ]

Parameters Description

Select Partitions Select all partitions you want to run Check & Fix on

Run Time - Now

- Later: on a predefined date and time

Action - Check errors: identifies file system errors and reports

-Check errors and fix them: Checks and tries to fix identified file
system errors;

Click <Apply> to save your changes

Click <Report> to review the summary report

Note: When the storage server is performing Check & Fix Disk, the hard disk drive is busy,

therefore any operations performed will be stopped.

Storage Structure

What is RAID?

RAID, short for Redundant Array of Independent Disks, is a combination of two or more
disks with the aim of providing fault tolerance and improving performance. There are
several different levels of RAID, with each one providing a different method of sharing or
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distributing data among the drives. The device supports JBOD, RAID 0, RAID 1, and
Standalone.

JBOD
JBOD is an acronym for Just a Bunch Of Drives, and is used to refer to two distinct concepts:

e Concatenation, where all the physical disks are concatenated and presented as a
single disk.

Note that does not provide data redundancy.
RAID 0

RAID 0 provides data striping, which spreads out blocks of data over all drives, but does not
provide data redundancy.

Although performance is improved, the lack of fault tolerance means that if one drive fails,
all data in the array will be lost.

SR,
e Block 1
Block 1 __Block3
Block 2 L. 3‘°°" S
. Block3 Block 7
Block 4
Block 5§ Q
Block 6 Block 2
. Block 7 Block 4
Block 8 Block 6
Logical Drive Block 8

Physical Disks
RAID 1

RAID 1 provides mirroring over multiple disks, with the same read/write speed of a single
disk. A RAID 1 array can only be as large as its smallest member disk.

Because the data is stored on multiple disks,

RAID 1 provides fault tolerance and protection, in addition to performance advantages.
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= N

Pt e
Block 1
Block 2
Block 3
Block 4

e
(= B Block 5
Block 1 Block 6
Block 2 % Block 7
Block 3 2 Block 8

Block 4 O

Block 5 -E TR

ey E (SO
Block 6 0 Block 1
Block 7 Block 2
Block 8 Block 3
Logical Drive Block 4
Block 5
Block 6
Block 7
Block 8

P ST S

Physical Disks

IMPORTANT! Note that building a new RAID will erase all the data currently stored on the
hard disk drives. It is highly advisable to apply the RAID when the two hard disks are empty

GEI)

Parameters

Description

RAID

If you have two internal SATA hard disk drives installed in your my-
Ditto, you can either select Enable to enable the RAID function or
select Disable to disable the RAID function and let the two internal
SATA hard disk drives work independently (Standalone). If you only
have one internal SATA hard disk drive installed in your my-Ditto,
you cannot enable RAID functions.

RAID Mode

Selection of one storage structure out of the following possibilities:

JBOD, RAID 0 or RAID 1.

Auto Partition &
Format

By clicking this button the system will partition and format the
internal storage automatically. It will create partitions (hidden and
open) and format the drives when selecting either RAID/JBOD
modes or when used as standalone disk drives
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The “Fix RAID” button (see picture below) only appears when my-
Ditto detects that RAID is not functioning well. Click the Fix RAID
button; the system will now try to recover. When the fix operation is
over, turn Off my-Ditto and then On again. The RAID mode is back to
normal.

Note: If one of the hard disk drives LED (HDD1/HDDZ2) is blinking
(the hard disk is damaged), turn Off my-Ditto, replace the hard disk
with a new one (of the same size as the previous one) and turn it On
again.

Fix RAID

Note: When in RAID 0, if one of the hard disks fails, it is impossible to
fix the RAID, resulting in the loss of data previously stored on the
damaged disk.

Click <Apply> to execute your requests.

Fix RAID button:

Raw:
- Start End File
(83 297G 1 TT9RAR3THR INLIX Farmat FAT3? Add

Note: When entering RAID/JBOD mode it will take several minutes for the disks to be activated.

A completion status indication appears in the Storage Status tab.

Storage Status

Shows the status of all intrenal hard disk drives and external storage devices.
| Active.
i LR Syncing Schedule: 7%

Storage Status

Show the status of all internal hard disk drives and external storage devices.
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Storage Status

Storage Status

Shows the status of all intrenal hard disk drives and external storage devices.

HDD1 :
BT S T N N AT
292.7G 70.3G 207 6G LINUX
Parameters Description
Partition The partition name of the attached storage device.
Size Total space in this partition.
Used Total used space in this partition.
Free The remaining free space in this partition.
Status The format type of the partition: FAT16, FAT32, NTFS or Linux.
Refresh Refreshes the Storage Status page.
Unplug Un mounts the external USB storage device. When the LED of the
USB2 turns off, you can safely remove the USB storage device.

Firmware

Allow the upgrade of my-Ditto's firmware.

Firmware upgrades will automatically reboot the system after the upgrade process has
taken place.

1. Click <Next> to proceed with the firmware upgrade process.

2. Browse to the location where the new firmware file is located and click <Apply>.
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Firmware

Firmware Upgrade

This page allows you to upgrade the storage server's firmware.
Firmware upgrade will automatically reboot the system after the upgrade process has taken place.

Click Next to continue.

Password

You can change the password required to log into the advanced settings interface. By
default, the password is “1234.” The password can be of 0 to 30 alphanumeric characters,
and is case sensitive.

Password
Password Settings
You can change the password required to log into the advanced settings interface. By default. the password is "1234". The password can be of 0 to 30 alphanumeric characters, and it is
case sensitive.
Current Password
New Password
Confirmed Password Apply J I Cancel
Parameters Description
Current Password Enter your current password.
New Password Enter your new password.
Confirm Password Enter your new password again.

Click <Apply> at the bottom right of the screen to save your changes.

5.13.9 Reset

Reboot my-Ditto without changing any of its settings.

1. Click <Reboot> at the bottom right of the screen to reboot your device.
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f Reset

Reset

Reboots the storage semrver without changing any of its settings.

5.14 my-Ditto Application —Mobile application

The mobile application allows you to access your files and folders from anywhere with your
own mobile device.

5.15my-Ditto Application - Help

Open the official my-Ditto website in the default PC's browser, on the support section.

- myDitto Mg | @ (=)L

My-Ditto Manuals are in pdf* format

* Adobe Reader is required; available for download at http://get.adobe.com/reader
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6 Mobile application

6.1 Installation

Please refer to 4.4.2 Access from a Mobile Device page 15.

6.2 10S (iPhone/iPod Touch/iPad)

6.2.1 How to Connect

1. Launch the application
2. Atthe connection screen, input your my-Ditto’s email address and password.

“Ditto

Everywhere You Go

Aucune SIM

Public 100_1472.JPG myDitto (0]
Fichier 29 KB

myPictu... Gimp_0014.JPG

100_1476.JPG

100_1486.JPG
Fichier 38 KB
DSC_0037.JPG
Fichier 734 KB

DSC_0043.JPG

IC_1306153397.jpg
Annuler
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6.2.2 How to browse a folder or open a file

1. Click on a folder in order to go inside it or on a file to download and open it.
2. The downloaded file will be opened in the 3rd tab (Featured).

6.2.3 How to upload photos

1. Click on the camera icon (top right)

2. Select the photo that you want to upload from your album and it will automatically
upload it to your my-Ditto.

Albums photo ' Annuler

- 100 1465 JPG

WAR Pellicule (1)

Public 1oo 1472 JPG

100_ 1476 JPG

myPictu... .-

X

1oo 1486 PG
- DSC_0037.JPG
hier 734 KB

= F DSC_0043.0PG

Char, gemenl IPIC_1306153397. |pg

Annuler
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6.2.4 How to stream music

1. Browse to a music directory
2. Click on a MP3 file and it will automatically be streamed

6.3 Android

6.3.1 How to Connect

1. Launch the application
2. Atthe connection screen, input your my-Ditto’s email address and password.

DISKs
Public
myPictur...

Travel

holidays (27).ipg
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6.3.2

How to browse a folder or open a file

Click on a folder in order to go inside it or on a file to download and open it.

The downloaded file will be opened in the corresponding application.

How to stream music

Browse to a music directory
Click on a MP3 file and it will automatically be streamed
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7 Managing my-Ditto Keys

7.1 Overview

Each my-Ditto key contains my-Ditto application for all three operating system types:
Windows, Mac and Linux. Keys must be physically authenticated with my-Ditto for
activation.

7.2 Adding Additional my-Ditto Users

my-Ditto is capable of hosting up to 30 unique users including the administrator, and allows
up to 6 (remote) users to access my-Ditto simultaneously. Additional my-Ditto keys can be
purchased separately from retail outlets that carry my-Ditto (visit the page “where to buy”
on www.my-Ditto.com).

7.2.1 Registering New my-Ditto Keys:

1. Make sure my-Ditto is turned On.

2. Plug in the new my-Ditto key into the USB1 port located on the front panel.

1o
3. Wait until the USB1 LED is illuminated (approx. 20 seconds).
2
fo° |
NE/

4. Press and hold the COPY button until a beep is heard (approx. 4 sec.).

®

~J( ..BEEP

5. Wait until you hear two short beeps and the USB1 LED turns off (the USB1 LED will
flash briefly before it turns off).
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& ...BEEP BEEP 1

Remove my-Ditto key.

Plug my-Ditto key into your PC.
Launch my-Ditto application.

Enter username and password.

7.2.2 Start using a New Mobile Phone

First you should verify your email addresses and install the software (refer to section 4.4.2
Access from a Mobile Device, on page 15).

7.3 Changing Passwords

7.3.1 Solution A — Key Authentication

1.

2.

Make sure my-Ditto is turned ON.

Plug in my-Ditto key to the USB1 port located on the front panel.
Wait until the USB1 LED is illuminated.

Press the COPY button for 4 sec. or until a beep is heard.

Wait a few seconds until you hear two short beeps; the USB1 LED will turn off (the
USB1 LED will flash briefly before it turns off).

Remove my-Ditto key, and your previous password has been cleared.

When launching the application, you will be asked to type in a new password and
confirm it.
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7.3.2 Solution B — Remote Password Change

If a standard key holder is not in close proximity to my-Ditto, the Administrator (master key
holder) can change the password by doing the following:

1.

2.

Launch my-Ditto application with the master key.

Open the Settings menu.

Go to User management.

Select the specific user and click on Change Password.

Type a new valid password and share with the standard key user.

Now the user can access my-Ditto using the new temporary password and change it
after a connection has been established.

7.4 Changing the Administrator (master key holder) Password*

Refer to section 7.6.

7.5 Lost Standard Keys

Note: A lost key does not affect the data stored on my-Ditto in any way.

1.

The administrator must deactivate the lost key:
a. Launch my-Ditto application as an administrator.
b. Open the Settings menu.
¢. Goto User Management.
d. Select the specific user and click on Deactivate.
Repeat section 7.2.1 using a new my-Ditto key.
Plug my-Ditto key to your PC.

Launch my-Ditto application and type the same user name and a password.*

The system will re-link the username and their existing private folder.

Note: If the password was forgotten, the administrator needs to change the user's password

from the Settings menu and notify the user of the new password.

*Typing a different username will create a new user profile with a new private folder, and thus access
will not be given to the user’s existing private folder.
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7.6 Lost Master Key

1. Reset my-Ditto by pressing both the COPY and RELEASE buttons simultaneously for
2 seconds until a beep sound is heard.

.=
. BEEP @

2. Wait approx. 15 seconds. This process will render the lost master key invalid. The
administrator’s private folder has not been deleted, but will be temporarily
inaccessible.

3. Refer to section 7.2.1 using a new my-Ditto master key (any my-Ditto key can serve
as a master key, as long as it is the first key being authenticated after resetting the
system).

4. Launch my-Ditto application, type your password (old or new) and confirm it. The
system will automatically link your username to your existing private folder.
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8 System updates

Keep your system always updated with the latest added features.

8.1 my-Ditto update (administrator only)

When a my-Ditto update is available a message will appear to the administrator.

IMPORTANT! Do not turn off my-Ditto while the update is taking place, it will cause
irreversible damage. Please wait until the STATUS LED turns on

—

+" myDitto update
A new version of myDitto is available.

Note: After updating myDitto, you may need to update
the client next time you use it.

Your version: 10.2.19.3

New version: 10.2.19.5

For version details click

8.2 my-Ditto client updates

Each client updates its own application. The update message appears if there is an available
update and the administrator has upgraded my-Ditto server version.

|__im
+" Client update

A new client version is available.

Your version: 10.2.19.3
New version: 10.2.19.5

For version details click
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8.2.1 Mandatory update

Current my-Ditto client version is incompatible with my-Ditto version. The upgrade must
take place in order to continue connecting to my-Ditto.

8.2.2 Optional Update

This is an optional upgrade. The user can keep working as usual with the current version.
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9 Managing my-Ditto Internal Disks

9.1 Overview

my-Ditto is available in a variety of internal disk types - no internal disks, one internal disk
ready for use, or two internal disks ready for use.

In order to enjoy my-Ditto, all of the disks attached to my-Ditto must be activated.

Once my-Ditto identifies the need, a wizard will show up on my-Ditto application screen and
guide you through the different steps required (changes can be made by the administrator

only).

In addition, after activating the disks, you can change the current state of the disks by using
my-Ditto application (administrator only). Instructions may be found in Section 9.7.

The following sections will guide you through the different disk states.

IMPORTANT! Do not turn off my-Ditto during the activation / changing disk mode

operation, as it will cause irreversible damage. Please wait until two HDD LEDs are lit
again.

9.2 my-Ditto with No Internal Disk

There are no internal disks attached to my-Ditto. Learn how to install internal hard disk
drives in chapter 12, on page 85.
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s myDitto Eigl | | =8

: - B

my-Ditto Hard Disk Information

ed user key (non administrator \ non grey) to my-Ditto

0 objects.

@ Connected

Administrator

There are no disks in my-Ditto.

9.3 my-Ditto with One Internal Disk — Not Ready For Use

There is one internal disk which is installed in my-Ditto, but has not yet been activated.

In order to activate the disk, run my-Ditto application and follow the steps shown in the
wizard (administrator only).

The wizard will appear when you start my-Ditto application.
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) myDitto @Ignl | 1=|0x
i ) ,O Search Results  Play List Backup

&=

my-Ditto Hard Disk Information

Administrator

The HDD at bay 1 is not ready for use (it is not formatted). X
In order to activate the disk, press on the "Activate" button.

myDitio ®Ig 1 I =

" Settings

myDitto Hard Disk Information

0 objects.

@ Connected

Administrator
The HDD at bay 2 is not ready for use (it is not formatted). X

Activating the disk will cause the data on the hard disk to be erased. If you do not want to
lose the information stored on the hard disk, please install a different hard disk (see
chapter12, on page 85).
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s myDitto 38 | 1 IE=1E
i ) p Search Results  Play List

Administrator

The HDD at bay 2 is not ready for use (it is not formatted). X

Activating the disk will take time, depending on the hard disk capacity.

While the activation takes place, both HDD LEDs will blink and you will be unable to operate

my-Ditto.
= myDitto sig 1 | |- ax
L ) L » _ __ Search Results _ Play List
e

When the process is complete, the new disk state will appear in the hard disk information,
and you can begin working with my-Ditto.
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< myDitio Mg 1 IB=ES
| ) ! Search Results _ Play List
— —

myDitto Hard Disk Information

3 objects.

@ Connected

9.4 my-Ditto with Two Internal Disks, One of Which is Not Ready For
Use

There are two internal disks attached to my-Ditto, but one of them has not yet been
activated.

In order to activate the disk, run my-Ditto application and follow the steps explained by the
wizard (administrator only).

The wizard will appear when you start my-Ditto application.
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|':ii myDitto &I | e

! ] 9 h Search Results  Play List Backup
—

/ b Public F m, +" Settings

— —

my-Ditto Hard Disk Information H

myDittoPr..

.

yDittoapp

0!
a2

2BOX.Ink

ect one of the
: detailed at the £
set, you will b

0 objects.

@ Connected

Administrator

my-Ditto HDDs are not ready for use. x

Select the desired disk mode from the four available options:

e Separate Disks - The disk drives do not depend on each other, and act as two
standalone disk drives.

e RAID 0 - Implements a striped disk drive, in which the data is broken down into
blocks and each block is written to a separate disk drive.

e RAID 1 -Implemented as mirroring. The data is duplicated on two different disk
drives.

e JBOD - Makes the disk drives appear to be a single one. This is accomplished by
combining the disk drives into one larger volume.

For more information about disk structure at Advanced Settings - Tools, please see section
5.13.8, under “Storage Structure,” on page 521.
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] myDitto ®ig 1 I S=IES

myDitto Hard Disk Information

Administrator

Disk 1: 14t Used: 403,

Disk 2: Not activate

myDitto HDDs
activate th & ect one of ructure from above.

=
|5 objects. 69 objects.

@ Connected

Administrator

myDitto HDDs are not ready for use. X

Changing the disk mode will cause the data on the hard disks to be erased. If you do not
want to lose the stored information, please install other hard disks (see chapter 12, on page

85), or backup the data.
s myDitto g | 1 IBIEIES
L ) L » _ __ Search Results _ Play List

myDitto Hard Disk Information

Changing Raid mode

DISK2

structure will e
ant data bel

|
71 objects.

Administrator

myDitto HDDs are not ready for use. X

Changing the disk mode will take time, depending on the hard disk capacity.

While the disk mode is changing, both HDD LEDs will blink and you will be unable to
operate my-Ditto.
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= myDitto H1g 1 1 (ES(=1E3}
I ]_9 Search Results _ Play List
AUjkie

myDitto Hard Disk Information

Changing Raid mode

Administrator

| -—
69 objects.

A new RAID mode has been set.

You can change the RAID mode at any time, as instructed in section 9.7.

Y myDitto HIg | 1 IBIEIES
| ) Search Results _Play List
¥ 0 = =

P myDitto Hard Disk Information

General myDitto RAID me

Disks: 145

e s

rom above "RAID mode".

0 objects. 69 objects.

@ Connected

Administrator,

9.5 my-Ditto with Two Internal Disks, Both are Not Ready For Use

There are two internal disks which are attached to my-Ditto, and both of them have not yet
been activated.

In order to activate the disks, run my-Ditto application and follow the steps as shown in the =
wizard (administrator only).
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The wizard will appear when you start my-Ditto application.

= myDitto &gl I |=3x

! | b Search Results  Play List Backup
—

&

my-Ditto Hard Disk Information

ctive.
non administrator \ non grey) to my-Ditto's port

d,then in order to i e se select one of the

u will be able

nk

0 objects.

@ Connected
Administrator
Both HDDs at my-Ditto are not ready for use (they are not formatted). x

Select the desired disk mode from the four available options:

o Separate Disks - The disk drives do not depend on each other, and act as two
standalone disk drives.

e RAID 0 - Implements a striped disk drive, in which the data is broken down into
blocks and each block is written to a separate disk drive.

e RAID 1 -Implemented as mirroring. The data is duplicated on two different disk
drives.

e ]JBOD - Makes the disk drives appear to be a single one. This is accomplished by
combining the disk drives into one larger volume.

For more information about disk structure at Advanced Settings - Tools, please see section
5.13.8, under “Storage Structure,” on page 51.
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S myDitto Hig | 1 1-8x
| LE Search Results  Play List

l

myDitto Hard Disk Information

|
0 objects. 69 objects.

@ Connected

Administrator

Both HDDs at myDitto are not ready for use (they are not formatted). x

Changing the disk mode will cause the data on the hard disks to be erased. If you do not
want to lose the information, install a different hard disk (see chapter 12, on page 85), or
backup the data.

myDitto Hig 1 I ISI=IES

:L‘“"t.

myDitto Hard Disk Information

Changing Raid mode

DISK2

-
2 objects. 71 objects.

@ Connected

Administrator

myDitto HDDs are not ready for use. X

Changing the disk mode will take time, depending on the hard disk capacity.

While the disk mode is changing, both HDD LEDs will blink and you will be unable to
operate my-Ditto.
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= myDitto H1g 1 1 (ES(=1E3}

myDitto Hard Disk Information

Changing Raid mode

Administrator

| -—
69 objects.

The new RAID mode has been set.

You can change the RAID mode at any time, as instructed in Section 9.7.

<~ myDitta Mg ! | IB=IES
| ) ! _ SearchResults _ Play List

t @

Al

myDitto Hard Disk Information
myDitto RAID mode: RAID 0
Administrator

Disks

an
Used: B 0%
User Management

e e

from above "RAID mode".

3 objects. 69 objects.

@ Connected

Administrator

9.6 Raid Error
The disks mode is set to RAID 0 /RAID 1/ JBOD and one of the disks is faulty.

In a few steps, the administrator will be able to fix the error.

The wizard will appear when my-Ditto detects the error.
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myDitto g | I 1=/8]x

=
L

EDTS

myDitto Hard Disk Infoermation

fix the problem.

7 objects.

Administrator

myDitto HDD status: RAID error. X

After clicking the advanced settings button, the browser will open up.

Please click the FIX RAID button.

* General

® Date & Time
* Network

* BitTorrent

® iTunes Server
* Media Server

 Tools <=1

myDitto Advanced Settings

Storaae Tools

Storage Tools

Manages the server's storage structure (JBOD, RAID 0 or RAID 1) as well as the format and partition of the intemal and exteral storage dewices
In order to avoid data of hard diwe damage, before applying any function, make sure the senver is not being used by any user

For the intemal SATA hard disk drivers, the server only allows performing “Auto Parttion & Format”. Only extemal USB storage devices attached to USB2 port can be
manually partitioned and formatted.

_ Chock & Fix Disk |

Just Bunch Of Disks - all disks are bsing addressed independently but are

480D 3ls0 concatenated and presented as @ singie disk
RADO  Merges two hard disk drives to a single large disk in striped way
® RAD1 Creates an exact copy (or miror) of the set of data on two hard disk drives
[ Apay Reset

RAID : Auto Parition & Format

Hard Disk Power Management

Tums the hard disk/disks Off ater being idie for a spacified amount of time. The first attempt to access the hard disk il result in a delay of a few seconds during
which the hard disk is waking-up

Turn OFf Hard Disks : [P

Save | [ Cancel

If the disk mode is RAID 1, the data will be restored from the undamaged disk.

In other cases, the data will be lost, as the other disk modes do not provide fault tolerance.
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-

-
Message from webpage Iﬁ

‘-.I Warning: If RAID Mode is RAID 0, system will create a new RAID, so the
¥ datain the disks will be lost. If RAID Mode is RAID 1, system will restore
the data from the normal dizk to the new disk, so the data in the new
disk will be lost, Please fix the RAID according to the process,
Step 1: Shutdown the system.
Step 2: Replace the bad disk with a new disk. W
Step 3: Start the system, RAID will be fixed.
| Do you want to continue?

OK l ’ Cancel

9.7 Changing the RAID Mode
The disk mode is set to RAID 0 /RAID 1/ JBOD/Separate disks.

If you would like to change the disk mode, simply go to the Disks tab under the Settings and
chose a new disk structure.

Find more information about disk structures at Advanced Settings - Tools, please see
section 5.13.8, under “Storage Structure,” on page 51.

= myDitto BB | | IS=IES
{ ] : Search Results  Play List

myDitto Hard Disk Information

myDitto RAID mode: RAID 0

Used: B 0%

e e

m above "RAID mode”.

3 objects. 69 objects.

@ Connected

Administrator
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10Managing External USB Storage Devices

10.1Overview

The simplest way to add more hard disk space is to connect an external USB Storage Device.
For more information to “Connect External Hard Drive,” please see Section 10.3, on page 81.

If you add an external USB Storage Device, it can function as any other disk. The only
difference is that it will not contain private and shared folders.

10.2 Single-touch Copy
The single-touch copy feature provides instant data backup from an external USB storage
device to my-Ditto, using the single press of a button.

In order to copy the content from any USB storage device, perform the following steps:

1. Plug the external USB storage device into my-Ditto’s USB2 port located on the rear
panel.

2. Wait until the USB2 LED is illuminated.

4. The USB2 LED will begin flashing slowly, indicating that the files are being
transferred.
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5. The USB2 LED will turn off when the transfer is complete.

6. Your copied files can now be found in my-Ditto Public/USBCopy folder, within a
folder labeled with the date and time it was created (i.e., the time of the file
transfer).

IMPORTANT! Do not disconnect the external USB storage device while the USB2 LED is
flashing — it can damage the transferred data.

Note: If my-Ditto server contains two (2) hard drives and the RAID function is enabled,
data will be copied to Disks/Public/USBCopy.

10.3 Connect External Hard Drive

my-Ditto allows you to share your files stored on external USB hard drives.
To connect an external hard drive:

1. Connect the external hard disk drive to my-Ditto’s “USB 2” port located on the rear
panel.

2. Wait until the USB2 LED is illuminated.
3. Refresh the remote view.

4. The root folder will contain External Disk folder which represent the external hard
drive.

5. The external hard disk drive also appears as a Folder Share in your local network
under my-Ditto’s directory.

Note: Make sure the external USB hard disk drive is connected to its power source before
connecting it to my-Ditto.
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10.3.1 To disconnect the external hard drive:
1. Go to disks tab under the settings (refer to page 38)
2. Press on the “unplug” button
3. Wait until the USB2 LED will turn off and the following message will appear:

'-1 Unplug external disk. e —

You can now safetly remove external disk.

Disconnect the external hard disk drive from myDitto’s USB2 port located on the rear panel.
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11my-Ditto as a Multimedia Hub*

my-Ditto is designed to function as a centralized media hub. It allows you to access, stream
and play your digital media - photos, videos and music - on a broad range of digital media
players that are connected to your network.

Note:

1. Only media files located in myMusic, myVideos, and myPictures under the Public folder can
be shared and streamed to media devices.

2. In the event two hard drives are installed, and the RAID function is disabled, only media files
located under the Disk1/Public folder can be shared and streamed to media devices.

11.1 Xbox 360 / Play Station 3

Note: Please go to the Microsoft® Xbox 360 / Sony® PlayStation support site for more information on
using and updating your XBox 360 / PlayStation.

1. Check that your gaming console and my-Ditto are both turned on and connected to
your local area network.

2. Make sure that my-Ditto media services are on (refer to section 5.12, my-Ditto
Application - Settings, on page 37).

3. Use the gaming console’s controller to navigate to the folder that you would like
access: Videos, Music or Photos.

4. Select any one of these three options.
5. Choose my-Ditto.

6. Using the controller, scroll through to view and play your media content.

11.2 Digital Picture Frames

Note: Please refer to your wireless photo frame user guide for supported picture file
formats and instructions on accessing and viewing your pictures.

The following are general steps for setting up digital photo frames:

1. Check that my-Ditto is connected to your home or office’s local network and is
turned on.

4In case there is no active internal disk in the system there are no default folders that hold the music,
videos and photos, so the content will not appear.

\
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2. Make sure that my-Ditto media services are on (refer to section 5.12, my-Ditto
Application - Settings, on page 37).

3. Follow the user instructions provided with your wireless digital photo frame
and proceed with any initial setup or installation of drivers.

4. Using the navigation feature on your wireless digital photo frame, detect and
scan my-Ditto on your network.

5. Depending on the type of digital frame you have, you may need to access the
frame’s Settings/Network Setup page to establish a connection so that your
photo frame can link to my-Ditto. Please refer to your digital photo frame’s user
guide for specific instructions.

6. Once you have a connection between your digital photo frame and my-Ditto,
access the frame’s Media screen to view your photos.

11.3iTunes

Music files stored on my-Ditto can be played at anytime using a PC or Mac computer that
has iTunes installed.

1. Store your music files* in my-Ditto Public folder.
2. Launch iTunes on your computer.

3. Choose my-Ditto in iTune’s Shared section located in the left side pane. Your
music files will now appear in the right-side pane.

* [Tunes supports the following file types: * mp3, *wav, *.aac and *.aiff

11.4Network Music Player and Digital Media Adapters

my-Ditto supports a variety of digital media standards. Please refer to your network music
player and/or Digital Media Adapter user guides for specific instructions on connecting to a
network storage system and on how to access and play your media content.

11.4.1 Complies with Media Standards

UPnP

Universal Plug and Play is the most commonly supported and basic standard; it is
incorporated into the majority of devices.

DLNA

DLNA is a common standards organization for digital media. To learn more about how
DLNA works, visit: http://www.dIna.org/.
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12Installing Hard Disk Drives

my-Ditto comes with two bays, both of which accommodate a 3.5” SATA I/II hard disk drive.
With maximum capacity of up to 2 TB (3TB SATA Il disks are not supported!)

The first bay is used to house the primary storage disk (HDD1), while the second bay’s hard
disk drive (HDD2) can be used either as a mirrored backup for the primary disk or as an
additional storage disk.

The following instructions guide you through the installation of a second hard disk drive. If
you want to replace the primary hard disk drive at any time with one that has a higher
capacity, simply repeat these same instructions.

Warning!

Be sure that my-Ditto is turned off and the power cord is unplugged before adding or removing
disks. There is a risk of damaging the disks if my-Ditto remains connected to a power source.

12.1Hard disk drive installation

1. Turn my-Ditto off.

2. Remove the disk tray from my-Ditto.

4. Slide the disk tray with the hard disk drive back into its bay.
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Important!
Newly installed hard disk drives must be activated before first use.

A wizard at my-Ditto application will instruct you through the activation steps (Administrator
only).
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13Troubleshooting

Below you will find a troubleshooting guide with potential issues and solutions. Please
check this guide first if you are confronted with an issue that you are unfamiliar with.

13.1General

Case:

I cannot locate my-Ditto in my local area network.

Note: your computer must be connected to the same network as my-Ditto.
Solution:

1. Verify that the LED’s on the front of my-Ditto are lit. Check to make sure that the
Power, LAN and HDD light(s) are on. If the units lights are not on, verify that the
Power and LAN connectors are inserted properly and that the Power Plug is
properly connected to the wall socket. If a loose or disconnected cable is found,
please plug them in to the proper port and try to locate your my-Ditto on the
network.

2. [Ifalllights are on and you still cannot locate my-Ditto unit on your network you may
need to reboot the unit. Press and hold the RELEASE button until a single beep is
heard. All LED indicators will turn off with the exception of the LAN LED. Wait an
additional 10 seconds and then toggle the power switch on the back of my-Ditto to
the OFF position. Wait another 5-10 seconds and then toggle the power switch to
the ON position. Once my-Ditto has fully booted up, verify if your my-Ditto device is
accessible over the network.

3. Verify your PC’s connection to the network. Verify your network connection icon or
access to your router/gateway is available. If you are unable to access the network
through your PC, you may need to reboot or verify your PC’s cable is properly
connected or that you are connected to the correct wireless network.

4. If you were previously configuring my-Ditto’s I[P Address through the Web Interface
and has lost connection after saving the settings then there may have been a mistake
in the configuration used. To reset my-Ditto’s configuration you may need to restore
my-Ditto to defaults. To restore your units to defaults, please see 13.6 Restore to
factory settings page99.
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Case:

I am unable to access private folders using proper credentials (but able to access my-Ditto
public folder).

Solution:

On Windows XP, go to: Tools = Disconnect Network Drive = select \\myDitto... and click
ok. Now attempt to connect to the Private folders and Windows should accept a new
password.

On Mac, go to: Connect as = enter your username and password and click Connect.

On Windows 7: restart the PC, then access the desired folder.

13.2Client message — on PCs

Case:

The following message appears-"Access to my-Ditto not authorized! Please authenticate my-
Ditto key and try again".

Solution:
Authenticate the USB key (refer to 7.2.1 on page 62).
Case:

The following message appears- “6 clients are currently using my-Ditto simultaneously -
user quota is full, please try again later."

Solution:

my-Ditto is being accessed by the maximum number of users. Ask one of the other my-Ditto
users to disconnect, or try to connect at a later time.

Case:

The following message appears-"Error 301: Cannot establish connection with my-Ditto.
Please make sure my-Ditto is turned on."

Solution:

In the case that my-Ditto was performing upgrades, this message will appear until the
update is fully completed. The client should connect normally after about 15 minutes

If the“Format,”“Check and Fix” or, “Changing RAID Mode Process” have been performed on
my-Ditto's hard drive disks, wait until the process ends.

(You can see the process on the advanced settings page under the Tools tab)

How do I get to my-Ditto advanced settings? (Only available on your local network)
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There are two ways to get to the advanced settings page of my-Ditto. The first way is to
launch my-Ditto application, login, and do the following:
a. Open the Settings panel
b. Under General tab click “Advanced...”
c. Once your default browser is opened please enter in you're my-Ditto
Web Inteface username and password (By default the user is admin
and the password is 1234)

The second way would be to open your default web browser manually. Once loaded you can
type http://myDitto or the IP address of myDitto, ie, http://192.168.2.5. The IP address will
be the one that is assigned by your router or gateway unless manually specified in my-Ditto
Advanced Settings pages.

Otherwise:

1. Check my-Ditto’s connection to the internet (refer to LED troubleshooting - STATUS
LED is off).

2. Make sure that my-Ditto is switched On and connected to its power adaptor, the
power source and to the router.

Check that my-Ditto is not blocked by any firewall, network switch or router.
Case:

The following message appears- "Error 302: Connection error. Please make sure you have a
valid Internet connection."

Solution:

1. Check that the desktop or mobile device has a working internet connection (e.g.
make sure browsing the internet is possible by opening a web browser and
navigating to google.com or yahoo.com)

2. Ifthe navigation succeeds but the message still appears your PC is most likely
configured to use a Proxy Server.

3. Click the “Edit Proxy” button and enter your proxy details (if you are not familiar
with them contact your Network administrator)

Case:

The following message appears- "This my-Ditto key has not been authenticated. Please
authenticate it with your my-Ditto."

Solution:

Authenticate the USB key (refer to 7.2.1 on page 63).
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13.3Client message — on mobile devices

Case:

The following message appears- "Upgrade Available - Client & Server revisions are
incompatible! Application will terminate."

Solution:

The problem is that my-Ditto version and my-Ditto mobile application version are
incompatible.

This can happen for two reasons - my-Ditto version is older than the application version or
vice versa.

If a new application has been downloaded to the device, but no update has been loaded on
my-Ditto, do the following:

Plug your master USB key (gray) into the computer.

Run my-Ditto application.

My-Ditto update message will appear.

Choose the "upgrade now" option.

Wait about 15 min until the end of the update.

When the HDD LED’s turn on and my-Ditto desktop application reconnects, you
can start using my-Ditto application on your mobile device.

A e

If an update been performed on my-Ditto but the new application has not been downloaded
from the app store, do the following:

1. Go to the app store on your iPhone/iPad or to the market (android).
2. Update myDitto application (if available)

Case:

The following message appears-"Unrecognized email address - Please verify that your email
address was registered using a desktop client and approved by clicking the link from the
email message received.”

Solution:

1. Verify the email address (refer to section 4.4.2).

2. Ifno message been reached the email address, Edit the email (refer to 4.4.2).
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Case:

The following message appears- "A new password is required for the current secret key.
Please use the desktop client. Application will terminate!"

Solution:

There is no password set for the user.
Please run myDitto desktop application and enter a new password.

Case:
The following message appears-"my-Ditto is busy".
Solution:

my-Ditto is being accessed by the maximum number of users. Ask one of the other my-Ditto
users to disconnect, or try to connect at a later time.

13.4LED Troubleshooting

) .- -~
“ /1. ON ~/ 1 " Blink . Blink fast B off

Power Lan Status usSB1 usB2 HDD1 HDD2
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Case:
Power LED is off.
Solution:

1. Make sure the power cords are properly connected both to my-Ditto and the power
source.

2. Switch my-Ditto Off and then On again.
Case:
LAN LED is off.
Solution:

1. Check that the Ethernet cable is properly connected to both my-Ditto and your
router.

2. Make sure your Ethernet router is working.
Case:
STATUS LED is off.
Solution:
1. Make sure that my-Ditto is Switched On and connected to the router.
2. Check that my-Ditto is not blocked by any firewall, network switch, or router.
Case:
STATUS LED is flashing.
Solution:
Check that my-Ditto is not blocked by any firewall, network switch or router.
Case:
USB 1/2 LED is off - USB key/Device has not been recognized.
Solution:
1. Remove the USB key/device.

2. Wait a few minutes and plug in the USB key/device again.

Case: p—
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USB 1 LED is flashing fast and a long beep is sounded.

Solution:
1. Check that the USB key has at least 150MB of free storage space.
2. Check that the number of users in the system does not exceed 30.

If the above steps do not resolve the problem, my-Ditto key may be faulty or in read-only
mode and must be replaced. For more information, plug the key in to your PC and look for
my-Ditto Authentication Report on the USB key.

Case:
USB 2 LED is flashing fast and a long beep is sounded.
Solution:
1. Remove the USB key/device.
2. Wait a few minutes and plug in the USB key/device again.

If the above steps do not resolve the problem, my-Ditto key may be faulty or in read-only
mode.

Case:

HDD1/2 LED is off - No hard drive disk been installed.
Solution:

Install a 3.5” SATA hard disk drive.

Case:

HDD1/2 LED is off - The hard disk drive is not formatted.
Solution:

Format the hard disk. Find more information about Advanced Settings - Tools, in section
5.13.8, storage tools, on page 51.

Case:

HDD1/2 LED is off - Hard disk drive has not been detected.
Solution:

Properly connect the hard drive to its bay.

If problem persists, it might be that either the hard drive disk or the bay connector is
damaged.
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Case:
HDD1 or HDD2 LED is flashing.
Solution:

The hard disk drive is faulty and should be replaced.

13.5Backup Troubleshooting

Case:
My-Ditto was not able to find this computer on the local network.
Solution:

In order to backup your selected items from this computer both the computer and my-Ditto
must be connected to the same network.

Case:
Backup was not completed because of local network disconnections.
Solution:

An excessive amount of disconnections to the network has prevented the backup operation
to complete its action.

During the next few hours my-Ditto will try again automatically to complete the operation.
Case:

Not enough space on my-Ditto's disks.

Solution:

There is not enough space on your disks in order to complete the backup of the selected
items. Delete any unneeded data from the disks or expand your capacity further by adding
an additional disk.

Capacity information can be seen in the Disks tab under the Settings in my-Ditto application.

Note: If you'’re my-Ditto have 2 HDD in separate mode, backed up content will appear under
Disk1. You may need to offload data onto Disk2 in order to free up space on Disk1.

Case:

[/0 error.
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Solution:
My-Ditto backup procedure failed because of an I/0 error.

Please remove one of the items marked to backup from the backup procedure and add it
once again.

This operation will update the backup automatically.
Removing items can be done in two ways:

1. Select the file or folder and press the backup button located on the right panel under
my PC icon.
The backup symbol will disappear (Note: All files and folders located inside this
folder will be removed from the backup list).

2. Place your cursor on a selected file or folder and right-click on it;
Select the Remove from backup function from the menu list.

Case:

File permission problems

Solution:

My-Ditto backup procedure failed because of file permission problems.

Automatically my-Ditto will try again, during the next few hours, complete the backup.
Case:

Backup Warning. my-Ditto will overcome this problem on next backup iteration.
Solution:

Backup procedure was not completed due to missing files.

Please remove one of the items marked to backup from the backup procedure and add it
once again. This operation will update the backup automatically.

Removing items can be done in two ways:

1. Select the file or folder and press the backup button located on the right panel under
my PC icon.
The backup symbol will disappear (Note: All files and folders located inside this
folder will be removed from the backup list).

2. Place your cursor on a selected file or folder and right-click on it;
Select the Remove from backup function from the menu list.

Case:

Backup has not been configured.
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Solution:
There are no items to back up on this computer. How do I choose files/folders for backup?

1. Both computer and my-Ditto should be connected to the same local network.
2. Select the files/folders you wish to backup.

3. Click the backup button @ located on the right panel under my PC icon, or
place your cursor on a selected file or folder and right-click on it;

Now select the Add to backup function from the menu list.

a. The files/folder will now be marked with a white and green symbol.
b. Parent folders will be marked with an orange symbol.

Repeat steps 2 and 3 above until you have marked all folders you wish to backup.

Backup will start in a few minutes and the backed up content will be stored in your my-
Ditto private folder under a folder called: backup.computer_name, e.g. backup.Jonathan_PC.

This folder will be marked with a green mailbox icon . (Note: that this may take few
hours based on the amount of folders you are backing up.)

The backed up files/folders symbol will change to a green symbol.

You're done! You can close my-Ditto application now; my-Ditto will check for changes in the
backed up files and folders and will automatically update itself every couple of hours.

Note: if your my-Ditto has 2 HDD in separate mode, backed up content will appear under
your my-Ditto private folder on Disk1.

Case:
Backup error.
Solution:

An error occurred.

Automatically my-Ditto will try again during the next few hours to complete the backup.
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13.6 Restore to factory settings

This restores all the settings to their default values and should only be used as a last resort.
It will:

1. Deactivate the Administrator.

2. My-Ditto time zone will be set to GMT.

3. To configure time my-Ditto will use a default time server .

4. Delete all the DNS address settings, if they exist.

5. Obtain an Automatic IP.

6. Disable the peer to peer service.

7. Enable iTunes/Media Server.

8. Return rescan interval to 900 sec.

9. Return my-Ditto name and workgroup to their default names.

10. Set the Advanced Settings password to the default one.

13.6.1 How?

Reset my-Ditto by pressing both the COPY and the RELEASE buttons simultaneously for
approx. 20 seconds. After 2 seconds. A beep sound should be heard; continue pressing until
a second beep sound is heard then release.

[
, @...
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14 Appendix

14.1 How to connect to my-Ditto in a network using proxy

There are many different types of proxy servers, my-Ditto support in some of them.
This feature is available under windows OS only.

1. Run the client as usual

2. Atthe bottom of the screen an error message will appear
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3. Click on the ‘Edit Proxy’ button
4. Default proxy definition will appear
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1.1.1.1

Uze thas proscy

User Management

=

Network/Backup

Media/Tunes

s

5. Click on edit.
6. Fill your proxy definitions an press OK
p" Proxy settings

OfficeProxy
192.1638.0 .166

3128

Password:*

*If required by the proscy
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7. Now check the ‘Use this proxy’ box

192.168.0.166

Bl Usze this proxy

hsks

User Management

Network/Backup

Media/iITunes

s

8. my-Ditto will try, from now on, to connect using that proxy. If you like my-Ditto NOT
to use this definition Go to Settings-> Proxy and uncheck the ‘Use this proxy’ box.
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9. Thisisit- you are connected!
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10. If you are connecting with the same key from other location (not the same one as
the my-Ditto connect to) and you don’t need the proxy you will get this screen
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~ myDitto &Iyl | [REE]
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Copy of Bunin... rny-Ditto rotern Start Menu

rllr]le

ry-Ditto+1... rny Ditta... iy Ditko.Ink

Loading...

11. You simple need to uncheck the ‘Use this proxy’ box after clicking on the ‘Edit proxy’
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14.2How to connect to my-Ditto Print Server from a Computer

14.2.1 Win 7:

1. Go to start menu, Devices and printers

‘a‘,:[,f Paint
X

@ storage Server Wizard
O — Documents
,‘JJ Windows Explorer
$ o | |
i3 Pictures
"g Microsoft Office Word 2007
Music

—
/-.J Notepad

Tera Term Pro

Computer

Control Panel
’ myDitto

Microsoft Office Outlook 2007

Devices and Printers
ey
i3 Default Programs

+. | Microsoft Visual C++ 2008 Express |
) by
Edition Help and Support

talk Google Talk

% Remote Desktop Connection
G Beyond Compare 3

> All Programs &

Shut down JM

»
|

Add a device Add a printer

3. C(Clickon"add alocal printer"
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What type of printer do you want to install?

< Add a local printer

Use this option only if you den't have a USBE printer. (Windows automatically installs USE printers
when you plug them in.)

2 Add a network, wireless or Bluetooth printer

Make sure that your computer is connected te the network, or that your Bluetooth or wireless
printer is turned on.

4. Choose the "Create a new port" option. At the type of port choose : Standard TCP/IP

Port

Choose a printer port

A printer port is a type of connection that allows your computer to exchange infermation with a printer.

() Use an existing port: LPT1: (Printer Port)

(@) Create a new port:

Type of port: Standard TCP/IP Port

5. Search for my-Ditto IP address in “Settings” “Network/Backup”
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0 C addre
o IP add

0 name:

hout using m

F

Access

omputer

Uninstall

6. Setthe "Hostname or I[P address" to my-Ditto’s IP Address* and check the check box

Type a printer hostname or IP address

Device type: TCP/IP Device

Hestname or IP address: 192.168.0.130|

Port name: 192.168.0.130

Query the printer and automatically select the driver to use

7. Wait until windows will detect the TCP/IP port.
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Detecting TCP/IP port

Detecting the TCP/IP port...
Windows will automatically move to the next page when the detection is dene.

2

@ (= Add Print

Additional port information required

The device is not found on the network, Be sure that:

1. The deviceis turned on,

2, The network is connected.

3. The device is properly configured.

4. The address on the previous page is correct.

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform ancther search on the network. If you are sure the address is correct, select the
device type below.

Device Type

() Standard Generic Network Card

@ Custom

9. Choose the protocol to LPR, enter the Queue name to Iptl and enable the SNMP

option
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F m— ™
Configure Standard TCP/IP Port Monitor [
Port Settings

Port Mame: 192.168.0.130
Printer Name or IP Address: 192.168.0.130
Protocol

Raw Settings

LPR Settings
Queue Mame: Iptl

[] LPR Byte Counting Enabled

SNMP Status Enabled
Community Mame: public

SMNMP Device Index:

10. Wait until windows will recognize the printer

Detecting the driver model...

Windows is communicating with the printer and will
automatically detect the printer driver to use.

11. Install your printer
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@ ‘= Add Printe

Install the printer driver

-

Choose your printer from the list, Click Windows Update to see more models,

To install the driver from an installation CD, click Have Disk.

Manufacturer
Erother
Canon

Epson

Fuji Xerox

Femoie

& Printers

—| | 55l Brother DCP-116C
(55l Brother DCP-117C
(5 Brother DCP-128C
[ Brother DCP-129C

In.osh oo mn 490,

E This driver is digitally signed. Windows Update ] l Have Disk... ]
Tell me why driver signing is important

12. That's it!! You can start send printing jobs to the printer.

14.2.2 Mac 10.5.x OS:

1. Enter the system preferences

2. Go to “Print & Fax”

n Finder File Edit View

About This Mac
Software Update...
Mac OS X Software...

System Preferences...

Dock B
Recent Items b
Force Quit... X8O
Sleep

Restart...

Shut Down...

Log Out shir... 0 #8Q
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enn Systemn Preferences
[ «]» || ShowAl Q
Personal
=R -
L
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
oy Z [+ ) = a
9 7 l_"l_l i} L ! &
Bluetooth CDs & DVDs Displays Energy Keyboard & Print & Fax Sound
Saver Mouse

Internet & Network

A e Q @

MobileMe Network QuickTime Sharing
System
=3 ) — =
@ ¢! @ e @
2 @ » @ v d @ @
Accounts Date & Time Parental Software Speech Startup Disk Time Machine Universal
Controls Update Access

3. Pressonthe '+'icon

800 Print & Fax

CE—

Click + to add a

printer or fax No Printer Selected

Default Printer: | Last Printer Used |

ar
e

ar

Default Paper Size in Page Setup: (A4 I

)

m
Jj] Click the lock to prevent further changes.

4. Inthe “IP Printer” screen, please configure as below:
Protocol: Select LPD as the Protocol.
[P Address: Set the address to myDitto’s IP Address*
Queue: Set the queue name to Ipt1.
Name: You can select a name for the printer.
Location: You can enter the location of the printer.
Printer Using: Select the printer model that is attached to myDitto.
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®eNo ' =y

AL =hie e

Fax Windows Bluetooth AppleTalk More Printers Search

Protocol: | Line Printer Daemon - LPD

& 2

Address: | 192.168.0.121

Valid and complete address.

Queue: Ilptll

Leave blank for default queue.

Name: 192.168.0.121

Location:

Print Using: [ Generic PostScript Printer |+1

5. Presson the Add
6. That'sit! You can start send printing jobs to the printer.

* You can get myDitto’s I[P Address from the General tab under the Advanced Settings.
Find more information about myDitto’s IP Address at Advanced Settings, in section
5.13, Advanced Settings- General, on page 44.

14.2.3 Ubuntu 10.4 LTS:

1. Go to system -> administration -> printing
2. Press on the Add button

= Printing - localhost =) (=) E]
Server Printer Group View Help
J- Add v £ Eilter:[g}l;; g]

Connected to localhost

3. Select the LPT #1 option p—
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= New Printer =@
Select Device
Devices Description
L A printer connected to the parallel port.
Serial Port #1
Other

P Network Printer

a B

Cancel | | Forward

Install your printer

EEE

=l
Describe Printer

Printer Name
Short name for this printer such as "laserjet”

[ Generic-text-only-printer

Description (optional)
Human-readable description such as "HP Laser]et with Duplexer"

[Generic text-only printer

Location (optional)
Human-readable location such as "Lab 1"

[tamar—ubunto

Back || Cancel ||

Apply

5. That'sit!! You can start send printing jobs to the printer.
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A - Copyright statement

Copyright © 2010 DANE-ELEC MEMORY. All rights reserved. DANE-ELEC, ™ my-Ditto ™ and
logo are registered trademarks or trademarks of Dane-Elec Memory in Europe, USA and
other countries. Microsoft® and Windows® are either registered trademarks or trademarks
of Microsoft® Corporation in the United States and/or in other countries. Mac and Mac OS
are trademarks of Apple © Computer, Inc. registered in the United States and/or in other
countries. Certain other product names, brand names and company names may be
trademarks or designations of their respective owners.

B - Limited Warranty

Dane-Elec warrants that the Product, in the course of its normal use, will be free from
defects in material and workmanship for a period of 1 (one) year, unless otherwise required
by law, and will conform to Dane-Elec’s specification. This limited warranty period shall
commence on the purchase of the date appearing on your purchase receipt. Dane-Elec shall
have no liability for any Product returned if Dane-Elec determines that Product was stolen
from Dane-Elec or that the asserted defect a) is not present b) is attributable to misuse,
improper installation, alteration (including removing or obliterating labels and opening and
removing external enclosures including the mounting frame), accident or mishandling while
in the possession of someone other than Dane-Elec.

Subject to the limitations specified above, your sole and exclusive warranty shall be, during
the period of warranty specified above and at Dane-Elec’s option, the repair or the
replacement of the Product. The foregoing warranty shall extend to repaired and replaced
Products for the balance of the applicable period of the original warranty.

The foregoing limited warranty is Dane-Elec’s sole warranty and is applicable only to
products sold as new. The remedies provided herein are in lieu of

a) Any and all other remedies and warranties, whether expressed, implied or statutory,
included but not limited to any implied warranty or merchantability or fitness for a
particular purpose and

b)  Any and all obligations and liabilities of Dane-Elec for damages including, but not
limited to accidental, consequential, or special damages, or any financial loss, profits or
expenses, loss of data arising from or in connection with the purchase, use or performance
of the Product.

The labels with the serial number on the product and its packaging are important guarantee
information and should be presented in the event of any repairs. The company will not
perform any repairs if these labels are damaged or illegible.

For technical reasons, the company reserves the right to modify the product’s
characteristics and presentation without prior notice to the users.
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www.my-Ditto.com

www.dane-elec.com




